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The study attempts to investigate the robust factors that influence Muslim users’ behavioural intention to use e-commerce 
transactions by empirically examining the causal link between perceived security and privacy, perceived risks and perceived trust 
with behavioral intention to use e-commerce. Sample is drawn using stratified random sampling taken from all over Malaysia.  
Using Technology Acceptance Model (TAM), this research tries to look at different perspective, whereby the respondents are 
among Muslims who are obliged to follow the Shariah principles. The four major forbidden elements in buying & selling which 
are Riba’, Gharar, Maysir and Zulm are believed to be their fundamental judgment in dealing with e-commerce transactions. 
Results of Structural Equation Modelling (SEM) demonstrate that perceived security and privacy as well as perceived risks have 
a significant relationship with behavioral intention, while perceived trust shows contrary result. The research findings would be 
useful for companies that engage in e-commerce to design business strategies to cater Muslim users who form one of the largest 
populations in e-commerce.  
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1. Introduction 
E-commerce transactions have long been introduced and steadily became common means of doing business. The 
transactions encompass banking, auction, marketing, electronic data interchange (EDI), inventory management 
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systems, automated data collection systems and many more. E-commerce form broad spectrum of users in which 
Muslim users contribute a significant population. Substantial prior studies had addressed the issues on user’s 
acceptance upon e-commerce; however there are scarce findings in this area which specify the acceptance among 
Muslims users. Given that Muslims are part of the big population, it is important to put a focus on this group. 
Besides, Muslim users carry a distinctive characteristic as compared to others since they are obliged to conduct 
transactions that are in line with the syariah principles.  
According to shariah principles there are four major forbidden elements in buying & selling which are Riba’, 
Gharar, Maysir and Zulm (Rahman, Z.A., 2012). Riba’ refers to unnecessary increase or excess from the original 
value, while Gharar refer to uncertainty, fraud and often associated with risks. Maysir is gambling or game of 
chance and finally Zulm is any form of inequity, injustice, exploitation, oppression and wrong doing. E-commerce 
transaction may contain these forbidden elements in which it leads to worries among Muslim users on the legality of 
the transactions. In other word, they are still in doubt whether the transactions are in accordance with syariah 
principles. According to Muhammad, M.Z, Amboala, T., Ghazali, M.F., Hassan, Z., (2011) there are growing 
concerns among e-commerce customers particularly Muslims in Malaysia regarding on-line transaction both from 
security aspect and Sharia’ perspective. To tackle this issue, this study will investigate what are the possible 
antecedents that will influence the acceptance of the Muslims user upon e-commerce. Grounded by the Technology 
Acceptance Model (TAM) this study empirically examines whether perceived privacy, security, risks and trust 
antecedents will significantly influence e-commerce acceptance among Muslims user.  
1.1. Background of studies and Literature Review 
Perceived privacy and security  
 
In e-commerce environment, exploitation on user’s personal and financial data may happen. For example 
when using credit cards, the user have to key in the information on credit card number, expiry date, name, address 
and contact number. If the business does not take any safety measures to maintain the confidentiality of their user’s 
data, it can be manipulated by irresponsible third party. This is seen as oppression (Zulm) whereby a person either 
being denied on the rights as a user to be protected or business does not fulfill his obligations to secure the data of 
the users. This situation leads to users’ concern on privacy and security, which will reflect through their acceptance 
on e-commerce. Thus, perceived privacy and security could possibly be an important antecedent of e-commerce 
acceptance among Muslims.  
Perceived privacy and security are among the important variables that had been introduced in TAM. 
Empirical evidence showed that perceived privacy and security had a strong relationship with behavioral intention 




Using e-commerce, users do not have a chance to see the product physically before the actual purchase take 
place. Thus, the seller may take advantage by giving false information on the product attributes and conceal any 
information that may have an impact to the buyer in the future. Uncertainty (Gharar) may not be just in terms of 
product attributes but also in terms of pricing: whether it is overpriced, delivery: defer the delivery due to stock-out 
and also the company itself: whether it exists or not. All of these uncertainties and associated risks are also believed 
to have effects on user’s acceptance.  
According to Wang et al., (2003), perceived risk is the user’s subjective expectation of suffering a loss in 
the pursuit of desired outcome. The perceived risk in e-commerce is greater than purchases that can be made in brick 
and mortar retail stores because of the temporal separation between payment and product delivery (Norazah and 
Norbayah, 2007). Liebermann and Stashevsky (2002), in their study identified components of risk on the internet 
and e-commerce usage, where the two main perceived risk elements are credit card stealing and the supply of 
personal information.  
 
589 Noor Hidayah Ab Aziz et al. /  Procedia Economics and Finance  31 ( 2015 )  587 – 594 
Perceived trust  
 
E-commerce transaction may contain riba’ element when the user uses a credit card as a mode of payment. 
Given that the users are able to settle their debt before the due date, then there is no interest being charged. However 
if the user only pay the minimum amount, then the credit card issuer will be charged an interest (riba’) upon the 
remaining balance. This might be seen as unnecessary charges in the eyes of Muslim users. Moreover, e-commerce 
may also leads to a game of chance (Maysir) where the users may suffer a loss resulted from e-commerce 
transactions. Loss may incur when the product are not delivered to user, or it is not up to the expectation of users.  
Based on previous researcher arguments, lack of trust on online business was one of the main reasons for 
users to not engage in online transactions (Hoffman et al., 1999). Donney and Cannon (1997) defined trust in two 
dimensions namely credibility and benevolence. Credibility refers to the extent to which one partner believes that 
the other partner has the required expertise to perform the job effectively and reliably (Ganesan, 1994). Meanwhile, 
benevolence refers to the extent of which one partner believes that the other partner is genuinely interested in the 
other partner’s welfare (Wang et al., 2003).  
1.2. Objectives of the study 
The study attempts to investigate the antecedents that influence Muslim user’s behavioural intention to use e-
commerce transactions by empirically examining the causal link between perceived security and privacy, perceived 
risks and perceived trust with behavioral intention to use e-commerce. More specifically, the study attempts to 
determine: 
x The extent to which the user’s perception upon credibility of e-commerce service provider regarding 
privacy and security issue could influence their acceptance (behavioral intention) on e-commerce 
x The extent to which the user’s perception upon credibility of e-commerce service provider in managing 
risks issue could influence their acceptance (behavioral intention) on e-commerce 
x The extent to which the user’s trust upon e-commerce service provider could influence their acceptance 
(behavioral intention) on e-commerce 
1.3. Research Method  
In this research, the variable of the main interest is the behavioural intention of a user. Behavioural intention and 
other variables were quantified and measured in order to find answers to the question of whether the identified 
variables (perceived privacy and security, perceived risks and perceived trust) will influence Muslims user’s 
behavioural intention to use e-commerce. For this reason, TAM was used in representing the hypothesized 
interrelationship of the factors under study. Figure 1 provides the diagram of the theoretical framework for this 
study.  
 
Fig. 1. Theoretical framework of the study 
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In this study, Muslims users age between 20 to 40 years old with a minimum income of at least RM3,000 
constitute the population of interest. There are several reasons why this group of people is considered as desirable 
sample for this study. Firstly, they are educated individuals that are believed to be the most active users of new 
technology and may influence others as well. This theory is confirmed by Abdul Rahim and Fariza (2008), where 
the results indicated that the respondents with higher education level are exposed to a longer tenure of internet 
experience. Secondly, their salary level entitles them to use credit cards, so they are expected to use them in online 
transaction. The respondents were given a questionnaire that consists of both open-ended and close-ended question.  
TAM that represents the hypothesis of the study was tested using the Structural Equation Modeling (SEM). 
The reason for choosing SEM was because it is confirmatory rather than exploratory (Salkind, 2007). In other 
words, it enables the assessment of a model fit. In this study, SEM will inform the important antecedents (i.e. 
independent variables) for the dependent variable. 
Moreover, in order to ensure the content validity of the scale, the item selected must represent the concept 
of which generalization is to be made (Bohmstedt, 1970). For this study, the selected items were adapted from the 
previous studies. One of the advantages of using TAM is that, there is abundance of studies on TAM which had 
produced a well-validated measurement scale (Davis, 1989). Table 1 below summarizes items used to measure the 
variables.  
                                              Table 1. Operational Definition 
Variables Items Measures                                               
 Perceived privacy & 
security 
B1 The website has a mechanism to ensure safe transmission 
of its users information 
 B2 The websites does not provide my information to others 
without my consent 
 B3 The websites only collects user’s personal data that are 
necessary for its activities 
Perceived risks C1 
C2 
C3 
The electronic payment on the website is safe 
Purchasing in the website  will not cause financial risks 
E-commerce provider does not usually fulfill their 
promise and commitments 
Perceived trust D1 
D2 
D3 
E-commerce provider is trustworthy and honest 
E-commerce provider instills the confidence of the user 
E-commerce provider does not behave opportunistically 
(e.g :gaining money illegally from user/hidden charges to 
user) 
Behavioral intention E1 
E2 
E3 
I will use it on regular basis 
I will recommend to others to use 
I will increase it usage in the future 
1.4. Results and Discussions 
Descriptive summary and correlation coefficient 
 
Perceived Privacy and security 
There are 3 items in this construct, B1 to B3 (refer to questionnaire). The descriptive summary and correlation 
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Table 2. Descriptive summary for perceived privacy and security construct (n=176) 
 
 
Mean Std. Deviation B1 B2 B3 
Factor  
loadings 
B1 4.55 .880 1.000 .821 .671 .961 
B2 4.68 .823 .821 1.000 .697 .908 
B3 4.34 .917 .671 .697 1.000 .763 
 
In Table 2, the highest correlation value for the items with at least one other item in the construct is within 0.3 to 
0.9. Hence, each item correlates “adequately” within this construct. In the exploratory factor analysis (EFA), the 
Kaiser-Meyer-Olkin measure of sampling adequacy (KMO) value was 0.800 and the Bartlett's test of sphericity 
gave a p-value of less than 0.001. Two factors were extracted that explained 56.6% and 17.8% of the total variations 
in the 3 items. The factor loadings are provided in the last columns of Table 1.2 EFA on B1 to B3, gave a single 
factor that explained 75% of the variation in the 3 items. The minimum factor loading was 0.763 and the composite 
reliability (CR) value was 0.922. 
 
Perceived risks 
There are 3 items in this construct, C1 to C3 (refer to questionnaire). The descriptive summary and correlation 
coefficient values are provided in Table 3. 
 
Table 3 Descriptive summary for Perceived risks (n=176) 
Mean Std. Deviation C1 C2 C3 
Factor  
loadings 
C1 5.01 .855 1.000 .690 .690 .811 
C2 4.84 .914 .690 1.000 .670 .803 
C3 4.79 .886 .690 .670 1.000 .913 
 
 
In Table 3, the highest correlation value for the items with at least one other item in the construct is within 0.3 to 
0.9. Hence, each item correlates “adequately” within this construct. In the EFA, the KMO value was 0.891 and the 
Bartlett's test of sphericity gave a p-value of less than 0.001. A single factor was extracted that explained 74.3% of 
the total variations in the 3 items. The factor loadings are provided in the last column of Table 3. The minimum 
factor loading was 0.803 and the CR value was 0.945. In CFA, based on the modification indices, there was a high 
level of relationship between items C1 and C2.  
 
Perceived Trust  
There are 3 items in this construct, D1 to D3 (refer to questionnaire). The descriptive summary and correlation 
coefficient values are provided in Table 4. 
 
Table 4. Descriptive summary for Perceived Trust (n=176) 
Mean Std. Deviation D1 D2 D3 
Factor 
loadings 
D1 3.66 1.001 1.000 .808 .526 .849 
D2 3.68 1.026 .808 1.000 .550 .861 
D3 3.58 1.098 .526 .550 1.000 .789 
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In Table 4, the highest correlation value for the items with at least one other item in the construct is within 0.3 to 
0.9. Hence, each item correlates “adequately” within this construct. In EFA, the KMO value was 0.834 and the 
Bartlett's test of sphericity gave a p-value of less than 0.001. A single factor was extracted that explained 72.9% of 
the total variations in the 3 items. The factor loadings are provided in the last column of Table 4. The minimum 
factor loading was 0.803 and the CR value was 0.939. In CFA, based on the modification indices, there was a high 
level of relationship between items D1 and D2.  
 
Intention to use (BI) 
There are 3 items in this construct, E1 to E3 (refer to questionnaire). The descriptive summary and correlation 
coefficient values are provided in Table 5. 
 
Table 5. Descriptive summary for Intention to use (n=176) 
 
Mean Std. Deviation E1 E2 E3 
Factor 
loadings 
E1 4.72 .812 1.000 .646 .657 .797 
E2 4.49 .980 .646 1.000 .741 .801 
E3 4.54 .894 .657 .741 1.000 .874 
 
In Table 5, the highest correlation value for the items with at least one other item in the construct is within 0.3 to 
0.9. Hence, each item correlates “adequately” within this construct. In the EFA, the KMO value was 0.915 and the 
Bartlett's test of sphericity gave a p-value of less than 0.001. A single factor was extracted that explained 75.1% of 
the total variations in the 3 items. The factor loadings are provided in the last column of Table 5. The minimum 
factor loading was 0.797 and the CR value was 0.955.  
 
The measurement model 
In CFA, the model fit indices used are: Chi-square/df ratio, TLI, CLI and RMSEA. For a good fit, Chi-square/df 
ratio must be less than 3, TLI and CLI must be more than 0.9 and RMSEA must be less than 0.08 (Hair et al, 2006). 
Based on the test the Chi-square/df ratio is 1.942 (<3.0), TLI is 0.934 (>0.9), CFI is 0.943 (>0.9) and RMSEA is 




Table 6: Regression Weights 
 
Estimate S.E. C.R. P Std. Estimates 
BI <--- PSV .253 .049 5.152 *** .339 
BI <--- PR .436 .079 5.492 *** .472 
BI <--- PT .124 .077 1.608 .108 .134 
 
As being depicted in the result in table 6, perceived security and privacy has a significant relationship with 
behavioral intention (p-value of the test < 0.001). This implies that when the businesses are able to preserve the right 
of the customer, it is seen as free from elements of Zulm (oppression). Thus confidence upon the business will 
increase, in which it will lead to intention to use it. This is consistent with what had been suggested by previous 
studies. Result in table VI also illustrates that perceived risks has a strong influence on behavioral intention to use 
the e-commerce systems (p-value of the test < 0.001). This signifies that Muslim users are concern whether the 
businesses are genuine and free from any uncertainties (Gharar) that will cause risks to them. Therefore, if the users 
have confidence that the e-commerce provider will not cause any risks or losses to the users, then only it will 
increase intention to use e-commerce. 
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Lastly, table 6 shows that trust has no significant influence on behavioral intention to use the e-commerce systems 
(p-value of the test =0.108, >0.05). In this study, the respondents are among educated individuals. As proved by 
Abdul Rahim and Fariza (2008), the respondents with higher education level are exposed to a longer tenure of 
internet experience. Consequently, internet experience will increase their trust and will not be a factor to determine 
their intention to use. Besides, their experience with e-commerce transactions have made them aware of the 
unnecessary charges or Riba’ and the ways to minimize the risks of gambling of chance (Maysir). 
 
1.5. Conclusion 
This study provides evidence that perceived security and privacy as well perceived risks have significant effects on 
Muslim users’ behavioral intention. These indicate that in order to attract Muslims users to use e-commerce, which 
is completely voluntary, it is utmost important to improve the quality of security and privacy for the users. The 
example of actions that can be taken is by visibly posting site security information on privacy policy on their web 
site. This will help to instill Muslim users’ confidence to use e-commerce. Besides, business needs to minimize the 
risks of loss to their customer by having a clear agreement or contract with the customer. This is important as the 
rights of the customer will be preserved if anything happen throughout the transactions.  
Apart from that, perceived trust has shown a contrary result. This implies that Muslim user’s behavioral intention is 
not explained by level of trust but by other variables. The possible reason would be the degree of trust in e-
commerce is not an issue for educated people that have longer tenure of internet experience. Thus, it is not a 
determinant to explain their intention to use e-commerce. 
 
Although the result can be considered as statistically significant, the study has several limitations that may affect the 
reliability and validity of the findings. The first limitation concerns the sample. In this study, the focus is only given 
to Muslim users with identified characteristics. Therefore, a generalization of conclusions cannot be made on every 
e-commerce user. The other limitation of this work concerns on the model. The extended literature reviews 
demonstrate that TAM is not the only predictors of technology acceptance. In fact there are other variables or 
models that can be used to study user’s acceptance. This study only tested three variables (i.e. perceived privacy and 
security, perceived risks and perceived trust) as the predictors of user acceptance. On this basis, this model might 
face the fact that there are other possible factors influencing e-commerce acceptance that were not included in the 
model.  
 
The above limitations have paved the way to future research. One avenue for future research could be by extending 
the sample to the general population. Therefore, by conducting study on general population, the result can be used to 
make a generalization of conclusion. Secondly, there is a need to search for additional variable that will improve the 
ability of the model to predict user’s attention more accurately. The example of variables would be prior computing 
experience and system characteristics. 
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